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Letter from the CEO
Welcome!
One of the things I am routinely impressed by when I visit customer
sites is the commitment Bit9 users have to understanding the threats
they face – whether they come in the form of an unauthorized software
installation, a targeted attack, or a data security breach – and what’s
required to mitigate them. Simply put: Bit9 customers understand that proactively protecting their
environments can help preserve market share, compliance, customer relationships, and brand
reputation.
But, not only are they eager to share their experiences, they’re also curious to know how their peers
have managed similar situations. There’s just a genuine interest in learning the new, intuitive ways
organizations like theirs have leveraged Bit9 solutions to combat today’s advanced threats.
So it is with this common interest in mind that we have created this anthology of customer
stories. Within the following pages, you’ll learn how a diverse group of organizations addresses
the ever-changing landscape of electronic threats, and the benefits Bit9 solutions have helped
them achieve. And whether you’re challenged to secure an infrastructure comprised of point-ofsale devices, laptops and PCs, servers – or a combination of the three – we’re certain you’ll find the
examples described in this book to be both illuminating and inspiring.
I hope you enjoy the book, and thank you for your ongoing partnership with Bit9.
Sincerely,

Patrick Morley
CEO
Bit9, Inc.
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Introduction
We live in a world marked by an ever-expanding landscape of electronic threats. Criminal
enterprises, hackers, and rogue states have grown in number and sophistication, and the
viruses, worms, and malware they produce are cunningly effective at infiltrating even our most
secure systems and corrupting sensitive data. This is truly the time of the advanced threat –
and surviving it requires cutting-edge measures that can effectively identify and eliminate
these dangers before they do irreparable damage to business and brand reputation.
At Bit9, our mission is to provide you with the solutions
required to proactively mitigate the advanced threat. The four
core components of our Advanced Threat Protection Platform
work in unison to provide ongoing, lasting protection:
• T
 rust: Enables you to establish a level of credibility for all
software, applications, and devices, and know what should
and shouldn’t be allowed to execute.
• D
 etect: Allows you to understand, in real time, what is
arriving, executing, and propagating throughout your
infrastructure, so you can identify and remove untrusted
software, applications, and devices.
• P
 rotect: Secures your assets with trust-based application
controls that dynamically enforce user and context-based
policies throughout your environment.

Advanced Threat Protection Platform

TRUST

DETECT

PROTECT

Build your enterprise
trust with Software
Reputation

Identify your risk with
a real-time sensor

Stop the APT with
trust-based
application control

MEASURE

Monitor risk and compliance with a reporting and analytics engine

As the stories in this book can attest, when these four
capabilities are applied in concert, organizations like yours are
able to safeguard themselves against the harmful effects of
today’s advanced threats – whether they target store systems,
corporate endpoints, or server environments.

• M
 easure: Delivers the up-to-the-minute, automated reports
and actionable intelligence you need to continuously
monitor your security posture and make changes based on
the evolving threat landscape.
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Corporate
Endpoints

75%

of all malware is
distributed to only
a small percentage
of highly targeted
computers.1

Today’s knowledge workers have access to a stunning array
of resources and devices they can employ in countless ways
to drive the business forward. Unfortunately, this new reality
also affords hackers more opportunities to infiltrate critical
systems and damage or steal sensitive data.
As a result, corporate IT departments are under immense
pressure to protect these endpoints – and, by extension, the
company’s brand reputation – from the harmful effects of
data loss, theft, and corruption. The problem is, IT must do so
in a way that safeguards the organization while providing
the freedom required to maximize user productivity and
effectiveness.
Bit9 helps organizations strike this critical balance with
trust-based application controls that allow users to run
legitimate software and devices, while enabling IT to prohibit
anything unauthorized or malicious from executing. The
following stories illustrate how corporate IT departments
have leveraged these capabilities to safeguard thousands of
endpoints – without restricting the resources that make the
business tick.

6

1. Source: Symantec Corporation.

Rkneal
Customer Challenge
Rkneal wanted to develop a comprehensive securitymanagement tool that could help its customers
streamline the process of addressing complicated
government mandates – without the requisite
investment of valuable internal resources.

Bit9 Solution
Rkneal integrated Bit9 Parity with existing securitymanagement software to create a fully featured
security solution its customers can use to ward off
numerous threats.

Results
Bit9 helped Rkneal deliver a valuable resource to its
customers – one that protects their environments,
while building Rkneal’s brand reputation.
One of the energy industry’s leading engineering
firms, Rkneal designs and builds such important
components as distribution control systems, and
offers software and services designed to protect its
customers’ infrastructures. In light of a recent increase
in government oversight – brought upon in large
part by the 2010 Stuxnet virus – the company’s
customers must now be able to routinely prove they
have antivirus and firewall measures in place, as well
as total control over their environments.

management, and application control capabilities
to the solution. But rather than dedicate valuable
internal resources to this effort, Rkneal turned to Bit9
for help.
We integrated Bit9 Parity with Verve, creating a robust
solution that helps Rkneal’s customers address all
aspects of security and compliance. For example,
Rkneal’s clients now have the ability to lock down
machines, log events, identify unauthorized software,
and perform audits – all from one console.
Tapping the best-of-breed quality of Bit9 Parity
enabled Rkneal to offer its clients a comprehensive
security package to watch over their disparate
distribution control systems. And though most
power companies have few endpoints, each one is
mission critical, which makes the application control
capability provided by Bit9 an essential tool in the
battle to protect them from unauthorized files or
applications.

Rkneal had already built Verve, a comprehensive
security-management console for power plants, but
in order for it to comply with the newest government
regulations, the company knew it needed to add
antivirus, firewall, change management, patch
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The Center for American Progress
Customer Challenge
Despite multiple layers of security, the Center for
American Progress was affected by a dangerous
spear phishing attack that caused many users to be
without their computers for a considerable amount
of time.

Bit9 Solution
The Center for American Progress chose Bit9 Parity as
the solution to protect its endpoints from malware,
data leakage, and unauthorized software.

Results
Bit9 Parity helped the Center for American Progress
prevent future spear phishing events by stopping
zero-day attacks and software with unrecognized
signatures.
Like many nonprofit organizations, the Center for
American Progress (CAP), which was founded in 2003
to support the progressive movement in the United
States, must operate at a fast pace with a limited
budget. And like many politically focused entities,
CAP is often the target of persistent spear phishing
threats – electronic attacks that ask users to click an
email that then loads malware onto their systems.

Although CAP has invested significant resources in
building several layers of security, a spear phishing
attack found its way through these measures and
crippled a number of the organization’s 300 workers,
who could not resume their duties until their systems
were re-imaged.
Because addressing this and other attacks consumed
an enormous amount of IT’s time and significantly
hindered user productivity, CAP implemented Bit9
Parity to proactively safeguard its more than 300
endpoints. With Parity, all of CAP’s workstations and
PCs now feature trust-based application controls,
which ensure that only authorized applications,
utilities, tools, and devices can be used on the
machines.
Initially, Bit9 Parity was only deployed on IT and
web development computers. Once that was done,
CAP conducted a broader solution rollout and
audited the general user population’s inventory of
applications, drivers, and services, uncovering all of
the tools, utilities, and malware variants that attackers
had placed on the network.

“We’ve had zero general malware infections
from our machines in lockdown. That’s
amazing to me.”
–N
 ick Levay, Associate Director for Information Security and Operations,
Center for American Progress

8
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Trussville City School District
Customer Challenge
The Trussville City School District needed to
protect the laptops it distributes to students from
unauthorized software and malicious attacks, while
demonstrating continued compliance with the
Children’s Internet Protection Act (CIPA).

Bit9 Solution

Recognizing the need for a solution that balances
the freedom of accessing educational software
resources with the stringent security measures
required to prevent viruses, malware, and targeted
attacks – and maintain CIPA compliance – the district
chose Bit9 Parity to protect these laptops.
Parity provides active, automated, trust-based
application controls that enable the district to
identify the applications that are approved to run on
its PCs and laptops – without the need to manually
update the list – while preventing unauthorized or
malicious software from being loaded.

The adaptive, trust-based application controls of
Bit9 Parity helped the district identify approved
applications, while ensuring unwanted software
could not be installed on its devices.

Results
With Bit9 Parity, Trussville City School District was able
to prevent its students from downloading malware
that could spread to other machines and jeopardize
CIPA compliance.
A recently founded district headquartered in
Trussville, Alabama, the Trussville City School District
operates five schools and caters to over 5,000
students with a technology-centric curriculum that
issues laptops to a large percentage of students
and teachers. This approach introduces numerous
concerns about the type and content of information
downloaded onto these machines – and forces the
district’s IT team to ensure they are maintaining
compliance with the guidelines outlined in CIPA.

As a result, Trussville City School District was able to
ensure safe access to approved software and prevent
students from downloading or installing applications
that may contain viruses or malware – creating a
combined effect that has helped the district protect
its technology investments and align with CIPA
requirements.

“We sought a reliable, simple-to-administer security solution
for our school district. Bit9 Parity has allowed us to reap
the benefits of our investment in new learning technologies
while preventing any viruses or unauthorized software from
compromising the well-being of our students.”
–S
 hawn Nutting, Director of Technology, Trussville City School District
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An International Financial
Institution

Ringgold Telephone Company

Customer Challenge

A provider of telephone, Internet, and cable television
services to business and residential customers throughout
Georgia, Ringgold Telephone Company (RTC) needed
a way to protect its internal systems against malicious
software that may cripple key services or prevent
personnel from doing their jobs.

With complex operations that span 26 countries in the
Middle East and Africa and support over 25 currencies,
a large international financial institution was struggling
to protect its endpoint infrastructure from malware –
leading to an overwhelming number of support calls
and drops in productivity as machines were re-imaged
following infection.

Bit9 Solution
Given the ongoing effects downtime was having on a truly
global operation, the financial institution turned to Bit9 for
help. The institution leveraged our Parity solution to lock
down its endpoints and deliver the extra layer of security
needed to protect these machines and the sensitive data
they manage each day.

Results
With Bit9’s help, the financial institution increased the
security of its endpoint infrastructure, reduced the burden
on helpdesk personnel, and found itself well positioned to
build policies that strengthen its overall security posture.

Customer Challenge

Bit9 Solution
Despite operating numerous antivirus and anti-spyware
programs, RTC turned to Bit9 Parity to provide a simpler,
more comprehensive approach to security. Parity allowed
RTC to lock down its users’ desktops and block the
execution of any unauthorized software without requiring
complicated administrative tasks.

Results
By implementing Parity, RTC was able to reduce the
costs and risks associated with illicit software, minimize
disruptions to key personnel, decrease the time it takes
to mitigate new threats, and allow IT staff to focus on
strategic projects.

“Bit9 gives us an easy, highly
automated way to block any
unauthorized software from
running on our systems.
We have improved the
performance of our operations
and freed up valuable IT
resources for new initiatives
to serve our customers better.”
–B
 yron DeLoach, IS Manager,
Ringgold Telephone Company
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A Regional 911 Service

Jungle Jim’s International Market

Customer Challenge

Customer Challenge

For a regional 911 service that serves one of the nation’s
fastest-growing cities – and operates 20-plus call centers,
manages more than 500 PCs, and employs over 1,000
personnel – protecting its vital infrastructure means
keeping its IP-based phones clear of unwanted software
and crippling malware.

Following a sustained period of annual growth, Jungle Jim’s
International Market, an Ohio-based specialty foods retailer,
needed to secure its expanding IT infrastructure and keep
spyware, viruses, and other unauthorized software and
devices from executing on company PCs and laptops.

Bit9 Solution
The regional 911 network enlisted Bit9’s services to help
it ensure the ongoing availability of an incredibly vital
public service. Our Parity solution locked down all dispatch
consoles, ensuring that only software approved by the
911 service’s central IT group would be able to run on any
given system.

After considering several solutions to these challenges,
Jungle Jim’s ultimately chose Bit9 Parity for its flexible,
comprehensive, and easy-to-use approach to desktop
security. Parity gave Jungle Jim’s the ability to identify
and decide which applications are appropriate to run on
company systems, specify rules for new, unknown software,
and automatically update existing policies.

Results

Results

Locking down all internal systems helped the 911
service protect itself against a myriad of external threats
and unauthorized software, enabling it to maintain
the availability of an infrastructure that is instrumental
in ensuring the safety and well being of hundreds of
thousands of citizens.

Deploying Bit9 Parity enabled Jungle Jim’s to mitigate the
threats posed by malware, spyware, and other unwanted
software, while delivering the visibility needed to
understand what’s running where across its infrastructure.

Bit9 Solution
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Middle East Airlines
Customer Challenge
With the threats of zero-day attacks and malware
growing, Middle East Airlines (MEA), Lebanon’s national
air carrier, sought the additional layer of security required
to prevent malicious code and viruses from hindering
secure operations, interrupting worker productivity, and
compromising customer data.

Bit9 Solution
Given the critical nature of its operations – and the
crippling effects even the smallest breach or attack could
have on its ability to serve customers – MEA requested
help from Bit9. Leveraging the trust-based application
control capabilities of Bit9 Parity enabled MEA to build
a comprehensive list of all applications in use and
understand which are authorized and which are not.

Results
With Parity on its side, MEA gained the visibility and
control needed to protect its high-value environment from
malicious attacks – and the significant service interruptions
they can cause.

A National Mail-Order Retailer
Customer Challenge
A leading national mail-order company needed the ability
to proactively lock down and monitor users’ laptops and
desktops in order to mitigate a number of potential risks
related to the security of customers’ financial information,
compliance, and interruptions of critical services.

Bit9 Solution
With the well being of one of the nation’s largest retail
operations on the line, the company sought help from Bit9.
We responded with a Parity solution implementation that
enabled the retailer to easily run all PCs and laptops in a
restrictive mode that automatically protects against malware
and unwanted software.

“We used to get headaches
trying to manage our
application environment.
Bit9 has definitely made us
feel more at ease.”
–A
 yman Hussein, IT Operations,
Middle East Airlines

Results
With the help of Parity, the company was able to secure
its infrastructure, while giving the IT operations group the
visibility it needed to control what can and cannot execute
on a given machine.

12
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A Research Center

A Leading Mortgage Lender

Customer Challenge

Customer Challenge

With a large-scale technology migration looming, a
research laboratory in the U.K. was looking for the right
trust-based application controls to include in its standard
endpoint image.

With roughly 12,000 corporate endpoints deployed
throughout the organization, one of the nation’s leading
mortgage lenders was struggling to weed out unauthorized,
user-installed software, and ensure the ongoing security of
its devices – and the sensitive information they contain.

Bit9 Solution
After evaluating numerous options, the research laboratory
opted to make the capabilities of Bit9 Parity a part of the
image it pushes out to all of its endpoints. Parity gave
the organization the visibility it needed to more closely
monitor what users access on the corporate network
and control which programs and applications can and
cannot run.

Results
By making Parity a core component of its endpoint
image, the research laboratory mitigated much of the risk
associated with the execution of unauthorized software –
and was able to do so without overtaxing scarce internal IT
resources.

Bit9 Solution
Following a rigorous review of such factors as capabilities,
ease of use, and cost of ownership, the mortgage lender
chose Bit9 Parity to protect its extensive endpoint
infrastructure. Parity enabled the lender to lock down its
endpoints and protect them from the ill effects of viruses,
malware, and other unauthorized or unwanted software and
applications.

Results
Parity enabled the lender to generate and enforce a list of
approved software company-wide, helping it strengthen its
stance against malware and other threats.

advanced Threat Protection in Action: Bit9 Customers Share Their Experiences

|

13

Servers
Attacks on servers
accounted for

57% of the

assets targeted and

76% of the data

breached in 2010.2

Servers form the cornerstone of an organization’s IT
infrastructure. And as the hub for such a wide array of
mission-critical and customer-facing applications and data,
it should come as no surprise that these machines have
become popular targets of hackers and criminal entities.
What makes servers particularly vulnerable is the fact that
they cannot be returned to a useable state as quickly or
easily as a desktop system. Regardless of the scale or success
of the attack, once infected, a server must revert to a backup
image, hindering the availability of key, revenue-generating
applications and services.
Bit9 offers comprehensive, enterprise-class security solutions
that help organizations protect their servers against the
advanced threats that commonly defeat traditional security
measures. These stories highlight the ways Bit9 delivers
the visibility required to monitor server infrastructures for
unauthorized software and changes, helping IT confidently
enforce policies, maintain compliance, and gain the peace of
mind that comes from maintaining continuous uptime.

14

2. Source: 2011 Verizon Data Breach Investigation Report.

A Large Financial Technology Provider
Customer Challenge
Prompted by a breach that affected a considerable
number of servers and customer-facing applications,
a large financial technology provider realized
it needed a more effective way to contain and
eliminate this infection, as well as any future attacks.

Bit9 Solution
The technology provider leveraged Bit9 Parity to
understand the nature of the breach, and easily see
what steps were required to eliminate it.

Results
With the help of Parity, the provider was able to stop
the virus from spreading to additional servers – and
gained the confidence that it can quickly identify and
cure similar attacks.
As a member of the S&P 500 and a provider of
comprehensive hardware, software, consulting, and
outsourcing solutions to financial markets around
the world, this financial technology provider depends
on the ongoing availability of key applications. But
despite this fact, the company was having difficulty
identifying and eliminating malware breaches – a
struggle that was amplified when a virus infected
thousands of servers and critical customer-facing
applications.

Even though antivirus software was present, the
provider could not stem the spread of the infection.
And with thousands of additional servers and critical
company and customer data at risk, the company’s IT
department had to take action fast.
As such, the company turned to Bit9 and our Parity
solution. Parity enabled the provider to lock down
the server environment in less than a day, helping its
security team weed out the malware by confirming
which software was trusted and which wasn’t.
The team was aided by Parity’s support for image
comparison, which helps to uncover hidden malware
and known bans on unauthorized software. Such
insight helped ensure clean images were in place in
the shortest time possible.
With the help of Bit9 Parity, the financial technology
provider was able to survive a potentially
catastrophic situation and quickly mitigate the risk
associated with the spread of the virus – all with
minimal disruption to its customers.
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An International Copper
Mining Company

A Healthcare IT Organization

Customer Challenge

Citing concerns about the security of its critical intellectual
property – and the effects a breach could have on business
and brand reputation – a healthcare IT company was
looking for a way to effectively bolster the security of its
server infrastructure, and domain controllers in particular.

When a data security breach compromised the integrity
of several email servers, one of the world’s largest
publically traded copper producers knew it had to
rectify the situation before it endangered the company’s
commitment to safety, environmental management, and
the local communities where it operates.

Bit9 Solution
The potential negative ramifications this breach could
have on a truly global operation prompted the copper
producer to turn to Bit9 for help. With our Parity solution,
the company gained the control it needs to prevent the
execution of unauthorized software across more than
200 servers, as well as the visibility required to track any
changes made throughout its infrastructure.

Results
Parity enabled the mining company to reduce the
vulnerability of its server infrastructure to future attacks,
improving its ability to deliver critical services to operations
around the globe and maintain its brand reputation.

16

|

Customer Challenge

Bit9 Solution
The need to protect its most critical assets drove the
IT company to enlist the services of Bit9. The company
leveraged our Parity solution to secure more than 700
servers and protect the sensitive information residing
throughout its infrastructure against numerous internal
and external threats.

Results
With Bit9’s help, the healthcare IT company found itself
well suited to ward off the harmful effects of numerous
advanced threats, secure its domain controllers, and
provide the protection its mission-critical intellectual
property demands.
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A Communications Corporation
Customer Challenge
When a breach affected the servers in one division of a
leading supplier of communications products, systems,
and services to the aerospace and defense industries, the
company knew it had to address the problem before it
crippled critical operations.

Bit9 Solution
With time certainly of the essence, the communications
provider enlisted the services of Bit9 to help it stem the
spread of the infection. Our Parity solution enabled the
company to lock down the infected servers and control
and track configuration changes throughout the rest of its
infrastructure, delivering the visibility required to efficiently
mitigate the effects of this attack.

A Transportation Agency
Customer Challenge
With an audit of some 20 servers looming, an agency
dedicated to the improvement and accessibility of the
nation’s public transportation systems knew the time had
come to make its server infrastructure as secure – and
compliant – as possible.

Results
Leveraging Parity helped the communications company
gain the capabilities it needed to recover from the
breach – and delivered the confidence that it can reduce
vulnerabilities and more effectively protect itself from
future attacks.

Bit9 Solution

An IT Company
Customer Challenge
Following news reports about the theft of a significant
amount of sensitive data, an IT company that serves the
nation’s defense, security, space, and intelligence communities
realized it needed to better secure its server infrastructure
against the harmful effects of malware.

Recognizing the need to keep its server infrastructure safe
and up to regulatory standards, the agency enlisted the
services of Bit9. Leveraging Bit9 Parity gave the agency the
capabilities it needs to secure its servers according to industry
regulations – and protect them from a myriad of internal and
external threats.

Results
With Parity by its side, the agency gained the confidence that
it can strengthen – and sustain – compliance, helping it avoid
the fines and penalties associated with a failed audit.

Bit9 Solution
After several weeks of successful testing, the IT company
determined that Bit9 Parity was the right solution for its
needs. With Parity, the company was able to lock down its
servers – keeping them free of unauthorized software – while
allowing others the freedom to load new programs once
approved by the appropriate personnel.

Results
Implementing Bit9 Parity helped the IT company secure a
mission-critical infrastructure that delivers key capabilities to
government entities – and avoid the bad press associated
with a breach of information security.
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Store Systems

90%

of businesses fell
victim to a cyber
security breach at
least once in the past
12 months.3

As the gateway through which a high volume of sensitive
data passes, point-of-sale systems are routinely targeted by
malicious entities looking to lift and exploit financial data.
Retailers understand the security challenges they face, but
many remain unable to adequately protect these systems
due to a continued reliance on legacy antivirus solutions.
And while the aftereffects of a customer data breach are
worrisome in their own right, organizations must also grapple
with how such an event will affect ongoing Payment Card
Industry (PCI) Data Security Standard (DSS) compliance – or
face the steep penalties associated with failing to align with
these requirements.
Bit9’s solutions help retailers manage the dual challenges
associated with securing their point-of-sale infrastructures.
As demonstrated by the stories in this section, Bit9 software
simplifies the process of eliminating security vulnerabilities
– and the associated compliance risks – through trust-based
application controls that enable companies to configure
flexible, tiered enforcement policies and align them with their
unique organizational needs.

18
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Bertucci’s Restaurants
Customer Challenge
With more than 2,000 employees, 90 restaurants, and
250 point-of-sale and corporate computers, Bertucci’s
Restaurants needed to secure its machines against
unknown and targeted attacks, prevent data leakage,
and demonstrate PCI DSS compliance.

Bit9 Solution
Bertucci’s leveraged Bit9’s Parity solution to ensure
that only trusted applications and devices were able
to run on its point-of-sale systems and corporate
computers.

Results
Bertucci’s improved its ability to minimize the
risk – and costs – associated with data leakage,
theft, malicious attacks, and unauthorized software,
while simplifying the process of proving PCI DSS
compliance.
A beloved destination for casual Italian dining
since its inception in 1981, Bertucci’s restaurants
currently maintains over 90 locations, employs more
than 2,000 individuals, and operates in excess of
250 point-of-sale machines and corporate devices.
With this many systems spread across a multitude of
locations – and an expansion plan in the works – the
company was challenged to protect its customers’

credit card information from leakage and malicious
threats, while continuing to keep unauthorized
software off of corporate PCs and laptops.
The difficulties associated with protecting both
external systems and internal devices prompted
Bertucci’s to enlist the help of Bit9. Following a twoweek trial of our Parity application control software,
Bertucci’s opted to implement it company-wide.
With Parity, Bertucci’s is able to ensure that only
trusted applications and devices are allowed to
run on its point-of-sale systems and corporate
computers. The company’s IT personnel receive
an alert anytime someone attempts to install
unauthorized software or use removable media,
helping them remain in compliance with PCI DSS
regulations.
With only the approved, trusted applications and
devices running, Bertucci’s is protected from any
new and unknown malware and targeted attacks.
Plus, the company reduced expenses because its
IT department no longer needs to test new signature
files, which saves the group a tremendous amount
of labor.

“The visibility and control exceeded our expectations. My staff
can go in and look at reports on a daily basis to find out what
restaurants or what computers are trying to do certain things.
We take care of things ahead of time and don’t find out after the
fact that something has happened.”
–K
 evin Quinlan, Senior Director of IT, Bertucci’s Restaurants
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Stewart’s Shops
Customer Challenge
Complying with PCI DSS regulations is of paramount
importance to Stewart’s Shops, but with a large-scale
regional operation comprised of 300-plus stores,
more than 4,000 employees, and over 600 point-ofsale devices, doing so was a significant challenge.

Bit9 Solution
Stewart’s Shops implemented Bit9 Parity as a means
of preventing unauthorized devices and applications
from being used on its point-of-sale systems.

Results
With Bit9’s help, Stewart’s Shops was able to better
protect its systems, prevent data theft, and improve
PCI DSS compliance by auditing and controlling the
transfer of sensitive data to non-approved devices.
A popular chain offering frozen treats, gas, groceries,
and food to customers across Vermont and upstate
New York, Stewart’s Shops has grown from humble
beginnings in 1945 to a regional powerhouse that
operates well over 300 stores and employs more
than 4,000 workers. Like many merchants, Stewart’s
Shops wanted to maintain PCI DSS compliance and
streamline the associated auditing and reporting
activities. However, with more than 600 point-of-sale
systems, manually managing this process proved
incredibly cumbersome.

20
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Stewart’s Shops chose Bit9 Parity to proactively
protect its point-of-sale systems from malware, data
leakage, and unauthorized software. All systems
now employ trust-based application control, which
enables the company’s IT department to identify and
decide which applications and devices are approved
and appropriate to run in the environment, while
blocking any unauthorized software or storage
devices.
In addition, the software empowers IT to remotely
check the status of all machines, delivering the
visibility needed to ensure all critical shop systems
are online, properly configured, and working
correctly.
Since deploying Bit9 Parity, Stewart’s Shops has
been able to consistently and universally protect its
point-of-sale systems from malware, viruses, and data
leakage – a capability that has gone a long way in
enabling the company to routinely achieve PCI DSS
compliance. Plus, because the solution centralizes
all application control activities, Stewart’s Shops was
able to avoid the cost of nearly 700 antivirus licenses
and additional helpdesk personnel.
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Ritz Camera Centers, Inc.
Customer Challenge
The systems at the more than 5,000 retail locations
operated by Ritz Camera Centers, Inc. required local
administrative privileges, significantly complicating
the process of monitoring and controlling permachine installations.

Bit9 Solution
Ritz Camera chose Bit9 Parity for its ability to identify
and decide which applications and devices are
approved and appropriate to run throughout its
stores, and allow the company to specify policies for
new, unknown software and devices.

Results
Bit9 helped Ritz Camera lock down its in-store
systems, eliminating the security vulnerabilities
associated with viruses and unauthorized software.
The need to locally manage access privileges to instore systems across some 5,000-plus retail locations
made it incredibly difficult for Ritz Camera Centers’
IT personnel to track the software installed on a
specific device and ensure it was from an authorized
source. As a result, a significant number of machines
degraded in performance or became unusable,
requiring hours of the helpdesk’s time to return them
to a stable, productive state.

Faced with these problems, Ritz Camera sought
to eliminate the issue altogether by locking down
their employees’ desktops. But since this was only a
partial solution, Ritz Camera looked for a better way
to control the configuration and security of their
in-store systems while maintaining PCI compliance
and reducing risks.
To this end, the company turned to Bit9’s Parity
enterprise application control solution to lock down
each and every one of its retail store systems and
protect them from malware and data leakage. The
solution enabled Ritz Camera to identify approved
applications and create policies for new, unknown
software and devices – without the need to manage
local, per-machine administrative privileges.
As a result, Ritz Camera was able to increase
security across its point-of-sale systems and
protect itself against the next generation of attacks,
while eliminating the complexities, costs, and
administrative burden associated with maintaining a
vast catalogue of antivirus licenses.

“By locking down kiosks and servers with Bit9
Parity, Ritz is able to protect its brand name
while enforcing compliance and eliminating risk
of security vulnerabilities.”
–B
 ob O’Hern, Vice President, Information Systems, Ritz Camera Centers, Inc.
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Marks and Spencer
Customer Challenge
Marks and Spencer, a U.K.-based clothing retailer operating
more than 25,000 point-of-sale systems across hundreds
of locations, needed to strengthen its change control
practices in order to minimize the potential brand risk
connected to the installation of new systems – while
improving its ability to answer PCI DSS audits.

Bit9 Solution
Since the process of securing tens of thousands of
point-of-sale systems in a multitude of locations – not to
mention performing the activities required for ongoing
PCI DSS compliance – posed a considerable challenge,
the retailer enlisted the services of Bit9. With our Parity
solution at its disposal, Marks and Spencer was able to lock
down its systems and establish policy-based approvals that
eliminate the installation of any unauthorized software.

Results

A Major Sporting Goods Retailer

With Bit9’s help, Marks and Spencer protected its in-store
systems – as well as its customers’ sensitive financial
data – from tampering, theft, and loss, helping it safeguard
its brand reputation and maintain PCI DSS compliance.

Customer Challenge
With a rapidly expanding, nationwide network of store
locations – and reputation as a leader in its industry – one
of the nation’s largest retailers of sporting goods and
accessories was worried about the negative publicity
and brand degradation that could occur following a data
security breach.

Bit9 Solution
Given the considerable ramifications of such an event,
the retailer turned to Bit9 for help. Our Parity application
control solution enabled the company to address the
compliance, security, and operational concerns associated
with information safety by protecting in-store kiosks from
data loss and malicious attacks.

Results
Implementing Parity enabled the retailer to eliminate its
reliance on costly antivirus software – and recover the
associated maintenance costs – while gaining tighter
control over the applications and devices that can connect
with and access in-store systems.

A Grocery Chain
Customer Challenge
For a grocery chain with 3,500 servers and workstations
running mission-critical applications that directly interact
with cash registers, scanning wands, and gas pumps, the
task of proving to PCI DSS auditors that these machines
were adequately protected required a costly investment in
antivirus software and labor-intensive routine upgrades.

Bit9 Solution
Citing the complexity of safeguarding its environment
against data theft and loss, the grocery chain approached
the experts at Bit9. We worked with the company to design
a Parity deployment that could function across the grocer’s
large infrastructure, while proactively protecting it from
unwanted applications and devices.

Results
With the help of Bit9 Parity, the grocery chain was able to
more easily and efficiently maintain a standardized, secure,
and PCI DSS compliant point-of-sale environment – and
avoid the costs, confusion, and delays associated with
maintaining and updating traditional antivirus software.
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A Seafood Restaurant

A Regional
Convenience Store

Customer Challenge
Recipes are synonymous with brand equity for a popular
chain of seafood-focused, casual-dining restaurants, so when
two laptops went missing, the company knew it needed
to do whatever was necessary to safeguard its intellectual
property – not to mention its competitive position in the
marketplace.

Bit9 Solution

Customer Challenge
With well over 300 retail locations – offering everything
from baked goods and sandwiches to groceries and
gasoline – spread across a six-state area, a chain of regional
convenience stores was struggling to control who could
access production systems, and maintain store-to-store
version continuity.

Given the potentially crippling effects of another loss,
the restaurant opted to implement Bit9 Parity to secure
its valuable IP – and brand reputation. With Parity, the
restaurant gained the ability to protect its systems from
the threat of malware, without relying on costly antivirus
software.

Bit9 Solution

Results

Results

The potential for theft and data loss created by this lack of
standardization prompted the chain to enlist the services
of Bit9. Our Parity solution helped the company build
greater change-control guidelines and institute and enforce
formalized processes across its locations.

Bit9 Parity helped the restaurant chain safeguard sensitive
internal and external information – and do so in a way that
complied with PCI DSS standards.

Savers Thrift Stores

Installing Bit9 Parity throughout its environment enabled the
regional convenience store chain to gain better control over
its systems and more effectively track and manage what is
running on them.

Customer Challenge
A pioneer in the retail thrift industry, Savers Thrift Stores
prides itself on serving the less fortunate, but because
the company’s in-store systems lacked the appropriate
protection, its brand reputation – and the security of its
customers – were at risk.

Bit9 Solution
The direct influence the security of Savers’ point-of-sale
infrastructure has on the company’s ability to support
the communities in which it operates led it to seek out the
help of Bit9. Our Parity solution delivered the application
control capabilities Savers needed to proactively protect its
in-store systems from fraud and theft.

Results
Adopting a robust application control capability helped
Savers to safeguard both its reputation and that of its
customers, while giving it the protection required to prove
ongoing PCI compliance.
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